
SONICWALL SECUREFIRST 
MSSP PARTNER PROGRAM
Expand your Managed Security Service Portfolio with SonicWall

Empower your MSSP business to succeed
At SonicWall, we know that Managed Security Service Providers 
are absolutely critical to the security of our joint customers. 
We also know that running a successful MSSP business can 
be challenging.

• The threat landscape changes quickly, making it hard to keep up

• Operational efficiency can be hampered by evolving 
infrastructure, tools and resources

• Cost structures can quickly become financially risky; margins 
are tight

MSSP’s sit at the intersection of success in the cyber security 
battle. Knowing this, we built the SecureFirst MSSP Partner 

Program to enable you to defend your customers, build your 
revenue, and control your costs – all on a simple, effective 
security platform.

Through training, enablement, support and financial benefits, 
the SecureFirst MSSP Partner Program makes it easy for new 
MSSP’s to build their security services, and for established 
MSSP’s to mature their services efficiently. SecureFirst MSSP 
Partners are empowered to deliver better protection to their 
customers by implementing SonicWall MSSP technology 
blueprints, or by jointly developing custom MSS offerings that 
build on the Partner’s core competencies and expertise.

We look forward to partnering with you in growing your security 
business and protecting our joint customers!
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Why SonicWall for your Managed 
Security Services?
Defend your customers against evolving threats

Managed Security Service Providers rely on solutions that are 
easy to manage, operationally cost efficient and solve today’s 
security threats. SecureFirst MSSP Partners can offer customers 
SonicWall’s market-leading suite of security solutions, while 
leveraging SonicWall threat intelligence to manage and support 
them with ease as the threat landscape evolves.

Improve your operational efficiency, reduce operating costs 

The SonicWall Global Management Solution (GMS) provides 
centralized management through a single interface. Flexible 
cloud-based or on-premise deployment options support your 
ability to scale quickly. 

Finance models that work for you and your customers  

MSSPs need flexible licensing and billing terms that align to 
their business model so they can focus on selling rather than 
managing vendor risks. SecureFirst MSSP Partners have access 
to a range of options to manage their financial and operational 
overhead: 

• Security-as-a-Service purchase options offer monthly OPEX 
pricing with no upfront investment 

• Options to downgrade and upgrade mid-cycle

• No cost license transfer between customers

We block the bad stuff, so your teams aren’t burdened 

Protect customers more proactively and spend less time 
responding to incidents. SonicWall Capture Advanced Threat 
Protection (ATP) multi-engine sandbox blocks unknown threats 
with automated remediation.

• Reduce time spent updating SOC detection rules

• Automate blocking capabilities

• Spend less time responding to incidents

Your brand, front and center

SonicWall offers many branding and customization options so 
that your customers will always experience your brand first.

• Branded interface and logins

• White label appliances

• Customizable reporting templates

Jump-start your managed security offerings with 
pre-built blueprints 

Offer a range of managed security service offerings either 
by implementing SonicWall MSS blueprints for high demand 
managed security solutions such as hosted email protection or 
monitoring and alerting services, leveraging our enablement 
toolkits. Or jointly develop custom MSS offerings that build on 
your existing managed service core competencies and expertise.

MANAGED 
SECURITY SERVICE 

BLUEPRINT

Quick Start 
Setup Guides

Co-brandable 
Datasheets

Sizing Guides

Sales & Technical 
Training Modules

Managed Service 
Architecture Templates

“MSS business offerings are expanding and we 
want to arm partners with the tools, services and 
programs to meet their security objectives and 
business goals.”

ROBERT (BOB) VANKIRK, 
SVP AND CHIEF REVENUE OFFICER, 
SONICWALL
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¹ Annual Market Report: Cloud and CPE Managed Security Services, IHS Technology, April 3, 2017
² Partner Profitability Trends: IPED Consulting 2017
³ Enterprise Strategy Group, January 11, 2018

Market Opportunity
• The MSSP market is predicted to grow at a rate of 

approximately 25 percent to $24.1 billion by 2021.¹

•	 Today’s	high	growth	solution	provider’s	view	managed	
services as their #1 source of business growth.²

•	 45%	of	business	executives	say	that	their	organization	
has	a	problematic	shortage	of	cybersecurity	skills.³
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Program Overview
Leveraging the framework of our award 
winning SecureFirst Partner Program, 
the Managed Security Service Provider 
(MSSP) Program offers SecureFirst Silver, 
Gold and Platinum Partners the tools, 
training and support necessary to build 
a profitable managed security services 
business with SonicWall.

The MSSP Program is designed with a 
flexible entry point to provide support for 
a range of managed service capabilities 
and business models.

MSSP Protect

• Available to Silver, Gold and Platinum Partners

• Capability to offer basic managed security services

MSSP Powered

• Available to Silver, Gold and Platinum Partners 

• Established MSSP practice

• Capability to offer more advanced services

MSSP Powered+

• Available to Silver, Gold and Platinum Partners

• Established MSSP practice with ability to offer 
advanced services

• Additional capability to offer Managed Security 
Services on behalf of non-MSSP partners
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BENEFITS PROTECT POWERED POWERED +

Financial

Leverage	financing	directly	through	SonicWall	(SECaaS)	to	support	monthly	billing √ √ √

Exclusive	volume-based	tiered	pricing	on	annual	subscription	licenses √ √ √

Flexible	license	purchase	options	via	FlexSpend	credit √ √ √

Use	of	MSSP	program	logo	for	designated	tier √ √ √

Enablement & Support

Access customer support on behalf of customers √ √ √

Specialized	MSSP	training	and	sales	enablement	via	SonicWall	University √ √ √

Managed	service	offering	blueprints	with	sales	and	technical	toolkits √ √ √

MSSP exclusive online Partner portal √ √ √

Premier	Support	offering	available	for	purchase √ √ √

Participation	in	Beta	program √ √

Invitation	to	SonicWall	MSSP	Partner	Advisory	Council √

Marketing

Use of SecureFirst MSSP Partner logo artwork √ √ √

Co-brandable	demand	gen	marketing	campaigns	(OverDrive) √ √ √

Access	to	Market	Development	Funds	(MDF)	for	MSSP	demand	generation Proposal based Proposal based

Joint Press Release √

Can	be	contracted	for	managed	service	delivery	on	SECaaS	opportunities By	Invitation

Exclusive Benefits

Program Features
With rational program requirements that build on the SecureFirst certification and accreditation foundation, and exclusive benefits 
for MSSP business growth, SonicWall makes it easy and cost effective for MSSP Partners to set up and maintain a profitable, robust 
managed security service built on SonicWall solutions.

FINANCIAL TECHNOLOGY ENABLEMENT

• Security-as-a-Service monthly billing

•	 Flexible	licensing	options	leveraging	
FlexSpend	credit	purchasing	options

•	 Exclusive	MSSP	tiered	pricing	
based on sales volume

• MSS Blueprints	–	Build	and	
deliver	proven	MSS	solutions

• Central Management – Simplify 
management,		reduce	operating	costs

• High Efficacy	–	Block	more	
threats with Capture, spend 
	less	time	responding

• MSS blueprint sales and 
technical toolkits

• Access support on behalf of customers

•	 Partner	branding	options	

• Exclusive MSSP partner portal
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Enroll Now
The MSSP Program is restricted to SecureFirst Partners that are in good standing. To apply to become a MSSP Partner, log in to the 
SecureFirst Partner Portal at sonicwall.com/partners and complete your application. Once approved, you’ll have access to the required 
MSSP Authorization training available via SonicWall University.

Complete MSSP 
Authorization training 

requirements in 
SonicWall University

3
Submit application for 

Managed Security Services 
Partner Program via 

Partner Portal

2
Complete 

SecureFirst Program 
requirements

1

REQUIREMENT PROTECT POWERED POWERED +

Business Profile Requirements

Regional	Security	Operations	Center	(SOC) Recommended 8 x 5 At least 1 @ 8 x 5 At least 1 @ 24 x 7

MSSP	Dedicated	Sales	and	Technical	Staff √ √ √

Ability	to	extend	MSS	solutions	through	professional	services √ √ √

Established	Managed	Security	Services	practice	with	more	than	
100 customers √ √

Program Requirements

SecureFirst Minimum Partner level achievement Silver Silver Silver

Equipment Investment – Setup SonicWall lab for 
supported technologies √ √ √

Completion	of	MSSP	Sales	Authorization	Training 1+ 2+ 2+

Completion	of	MSSP	Technical	Authorization	Training 1+ 2+ 2+

Achieve aggregate sales volume target on at least 1 category of 
SonicWall	annual	subscription	licenses √ √

SonicWall business planning Annually Annually

Provide	L1/L2	Support	to	Customer	(contact	SNWL	on	behalf	
of	customer) √ √

Marketing	campaign At least 2x/year At least 2x/year

Program Requirements

https://www.sonicwall.com/en-us/partners
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© 2019 SonicWall Inc. ALL RIGHTS RESERVED. SonicWall 
is a trademark or registered trademark of SonicWall Inc. and/
or its affiliates in the U.S.A. and/or other countries. All other 
trademarks and registered trademarks are property of their 
respective owners. The SecureFirst Program as described in 
this document is only available to authorized resellers in North 
America purchasing through distributors authorized by SonicWall. 
The MDF Program and funding is subject to availability and may 
be modified or terminated in whole or in part without notice 
and at SonicWall’s sole discretion. And may vary by territory. 
Technical Certifications are valid for 2 years from the date of 
completion. Continuing Education points are accrued annually 
and reset at the start of SonicWall’s fiscal year. Additional terms 
and conditions may apply. The information in this document is 
provided in connection with SonicWall Inc. No license, express 
or implied, by estoppel or otherwise, to any intellectual property 
right is granted under this document. Unless you have a separate 
written agreement with SonicWall your purchases and all 
end user customers are subject to the terms and conditions 
at www.SonicWall.com. SONICWALL AND ITS AFFILIATES 
AND SUPPLIERS ASSUME NO LIABILITY WHATSOEVER 

AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY 
WARRANTY RELATING TO ITS PRODUCTS INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 
OR NON-INFRINGEMENT. IN NO EVENT SHALL SONICWALL 
AND ITS AFFILIATES OR ITS SUPPLIERS BE LIABLE FOR ANY 
DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR 
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION 
OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR 
INABILITY TO USE THIS DOCUMENT, THE PROGRAM OR ITS 
PARTICIPATION IN THE PROGRAM, EVEN IF ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGES. SonicWall and/or its 
affiliates make no representations or warranties with respect to 
the accuracy or completeness of the contents of this document. 
SonicWall and its suppliers reserves the right to make changes 
to products, product specifications and product descriptions at 
any time without notice. SonicWall Inc. and/or its affiliates do 
not make any commitment to update the information contained 
in this document. 

About SonicWall
SonicWall has been fighting the cybercriminal industry for over 
27 years defending small and medium businesses, enterprises 
and government agencies worldwide. Backed by research 
from SonicWall Capture Labs, our award- winning, real-time 
breach detection and prevention solutions secure more than a 
million networks, and their emails, applications and data, in over 
215 countries and territories. These organizations run more 
effectively and fear less about security. For more information, 
visit www.sonicwall.com or follow us on Twitter, LinkedIn, 
Facebook and Instagram.

If you have any questions regarding your potential use of this 
material, contact:

SonicWall Inc. 
1033 McCarthy Boulevard 
Milpitas, CA 95035

Refer to our website for additional information.  
www.sonicwall.com
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http://www.sonicwall.com
https://twitter.com/SonicWALL
https://www.linkedin.com/company/sonicwall/
https://www.facebook.com/SonicWall/
https://www.instagram.com/sonicwall_inc/
http://www.sonicwall.com

