
The Road to Data Security Compliance 
U.S. organizations of all sizes now face multiple and 
increasingly stringent regulations designed to safeguard 
personal, financial and healthcare privacy related infor-
mation. 

Between state, national and international regulations it 
is, at best, extremely complex to implement.  

Ensuring your organization is audit compliant just adds 
additional complexity and often is not always complet-
ed.  

Verizon’s 2018 Payment Security Report shows that 
roughly half of U.S. companies are in compliance with 
the Payment Card Industry Data Security Standard (PCI-
DSS), while the majority believe they are fully compliant. 

On a YoY basis compliance attainment has been grow-
ing however this year’s report denotes a measurable 
decline.  

Additionally, the report notes that only 49% of compa-
nies leverage PCI-DSS as a stepping stone to complying 
with other unrelated regulations. Given PCI-DSS is one 
of the more basic regulations, this approach will guar-
antee non-compliance. 

These are six of the most referenced regulations:

• CCPA California Consumer Privacy Act of 2018
• FISMA Federal Info Security Management Act
• GDPR General Data Protection Regulation
• HIPAA Health Insurance Portability & Accountability Act
• NYDFS Cybersecurity Regulation 23 NYCRR 500
• PCI-DSS Payment Card Industry Data Security Standard

If your company handles consumer financial and/or 

payment data, PCI-DSS requires one year of storage,  con-
trasted to NYDFS, say, which requires at least three.

And although NYDFS is a New York requirement, it trans-
lates into a nationwide requirement because it applies to 
any business that had a customer in New York – and that’s 
a huge percentage of organizations. 

For healthcare related firms, the storage requirements 
from HIPAA demand at least six years of storage – double 
that of NYDFS –and the technology surrounding this data 
is crucial. Compliance can and does make the difference 
between boundless success or bankruptcy.

What You Need to Know? 
5 Beginning Steps
The hundreds of pages of requirements that make up the 
above regulations can be daunting. You must approach 
your specific situation by mapping out what must be 
compliant. Only then can you start on the proper footing 
toward compliance. There are five basic steps:

• Identify all data sources in the organization
• List who can access the data sources
• Which requirements, if any, apply to each data source
• What must be done or changed to comply
• What controls need to be put in place

In the end, compliance is centered on two key capabilities: 
data retention and searchability. If you use numerous tools 
to ingest and use data as well as numerous cybersecurity 
tools to fortify your infrastructure, chances are you need to 
take a deep look at your compliance status. It’s just as crit-
ical to ensure your supply channels are in compliance with 
your data - this is one of the largest exposure areas today.
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Audit Fundamentals
There are three things an organization must be able to 
do in order to achieve audit compliance:

1. Collect everything from the host, network and 
cloud – Data is doubling every two years. SIEMs 
from five years ago can no longer handle all the 
data.

2. Record access and relate authentication to all 
future events – SIEM correlation is often relational, 
and not maintained for all records. SIEM databases 
are also not immutable.

3. Search over 90 days and store a minimum of one 
year – To compensate for a slow database, SIEMs 
use fast and expensive drives. The cost of a SIEM to 
store data is very expensive.

Fluency Has Done the Heavy Lifting
Yes, it can seem like a big leap to reach compliance, 
but Fluency’s simplified log management and security 
analytics were specifically designed to easily and cost-ef-
fectively achieve both data retention and searchability 
needs. 

Fluency provides a dedicated virtual private cloud where 
data and access are kept separate and secured.

Compared to other options, Fluency is the industry’s 
most powerful cloud-based tool, yet it’s also the most 
affordable with the lowest GB/month cost to store data. 

Instead of similar solutions that charge $4 or even $5 
per GB/month, Fluency costs less than $0.93 per GB. 
Fluency’s 5x cost advantage allows Fluency customers to 
easily store everything and be compliant. 

Fluency is the only service that by default stores for a 

year. It was written for AWS, and dynamically allocates 
resources. Its flow-oriented database does not require 
expensive disks to work. Capabilities include:

Data Retention

• Multi-year data retention
• User and device correlation
• Built-in pseudonym conversions
• Immutable records with removable pseudonyms

Data Search

• 50 times faster than Elastic
• Hot and cold searching
• 14 times more memory efficient
• 100% JSON document compatible
• On-demand CPU and storage allocation
• High-availability

Correlation

• Unique risk scoring
• Approach fuses like data into a single record
• Correlated logs provide a clear understanding of 

what each product sees
• Unique fields are normalized, indexed and merged 

with related data to provide new insight for your 
SOC

• Time-based data, such as  current user and assigned 
system are merged immediately

• User and 3rd party tagging allow for custom data 
enhancement

Fluency offers an intelligent and cost-effective path to 
true compliance. There is no database or system to ad-
minister, and deployment is fast and easy. 

Not sure where you stand? Are your current solutions 
doing the job? Not sure if truly compliant today? Reach 
out to a Fluency representative today. 

Collin Miles
collin.miles@fluencysecurity.com
T: (214) 334-2670

Al Wissinger
al.wissinger@fluencysecurity.com
T:  (512) 630-8990

To discuss a no-cost proof-of-concept, contact:


