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Thycotic Privilege Manager is a tool focused on Least Privilege management and 
enforcement on endpoint systems, supporting both Windows and Mac systems. It 
provides application control and privilege management features to restrict the 
access and use of highly privileged accounts and thus minimize risks caused by 
cyberattacks and fraudulent users. 
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1 Introduction 

Privilege Management is an IT Security discipline with many facets. It can be considered as being part of 

both Cybersecurity and IAM (Identity & Access Management). On the one hand, it is an essential 

element in protecting organizations against cyberattacks, by limiting the damage attackers can cause. 

Targeted attacks are always after accounts with highly elevated privileges on sensitive and critical 

systems: privileged accounts. Getting access to these allows attackers to access organization’s critical 

information. On the other hand, Privilege Management is also part of IAM through helping organizations 

better managing entitlements, not only of individual user accounts but also shared accounts such as 

administrative accounts and system accounts. 

Modern tools for Privilege Management must support a variety of requirements, from protecting the 

passwords of shared accounts, rotating the passwords of service and system accounts, to session 

monitoring and behavioral analytics. 

Mature Privilege Management solutions go much further than simple password generation and access 

control to individual systems, but also provide a unified, robust, and – importantly - transparent 

Privilege Management platform which is integrated into an organization’s overall Identity and Access 

Management (IAM) strategy. While “password vaults” had been at the center of attention in earlier 

years, capabilities such as privilege elevation management and enforcement of the “least privilege” 

principle, advanced analytics of privileged user behavior, and advanced capabilities in session 

monitoring and analysis are becoming the new normal, increasingly integrated into comprehensive 

suites. 

Among security risks associated with privileged users are:  

• Leakage of credentials for shared accounts; 

• Abuse of elevated privileges by fraudulent users; 

• Hijacking of privileged accounts by cyber-criminals; 

• Risks through abuse of elevated privileges on client systems; 

• Risks through mistakes in using elevated privileges by users. 

Furthermore, there are several areas of security, but also user convenience, with requirements which 

are associated with privileged accounts: 

• Managing the ownership and knowing all privileged accounts, both individual and shared accounts; 

• Single Sign-On to shared accounts for administrators and operators; 

• Reducing elevated privileges of administrators, and in particular operators, but also shared accounts 

such as system accounts, to mitigate associated risks; 

• Controls for managing, restricting, and monitoring access of MSPs when accessing internal systems; 

• Controls for managing, restricting, and monitoring access of internal users to cloud services. 
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Consequently, multiple technologies and solutions have been developed to address these risks as well as 

provide better activity monitoring and threat detection. Among these solutions, technologies for 

Application Control and Least Privilege Management play an important role. Such tools allow, as listed 

above, minimizing elevated privileges for various types of accounts and thus mitigating the associated 

risks. 

Such tools are, of course, relevant on servers, to reduce privilege elevation of administrators. However, 

the common entry point of attackers and even of malicious users is not the server, but the endpoint. 

This is where targeted attacks relying on privilege elevation commonly start. Thus, getting a grip on the 

applications and their entitlements as well as the built-in accounts such as service accounts, user 

accounts, and local administrator accounts is an essential piece in protecting the information assets of 

any organization. Such tools, which are commonly referred to as Endpoint Privilege Management, must 

support the common endpoint platforms, i.e. Windows and Mac. 

For a detailed overview of the leading PxM vendors, please refer to the KuppingerCole Leadership 

Compass on Privilege Management1. 

2 Product Description 

Thycotic is a U.S. based vendor of Privilege Management solutions. Their flagship product Secret Server 

covers a variety of capabilities of Privilege Management, including Shared Account Password 

Management, Session Management, and Privileged User Behavior Analytics. With the acquisition of 

Arellia in 2016, the company strengthened their portfolio in Endpoint Privilege Management and 

Application Control The offering now is marketed as Thycotic Privilege Manager. 

The tool supports both Windows and Mac clients and thus the vast majority of the endpoints in 

organizations, aside from smartphones. It focuses on restricting local admin access on these systems. 

Analyzing the Microsoft Security Bulletins for recent years, it becomes apparent that virtually all critical 

vulnerabilities require access to highly privileged accounts on endpoints to become effective. Controlling 

these accounts and their capabilities is thus a highly effective and, in consequence, mandatory action as 

part of a cybersecurity program. 

Thycotic Privilege Manager does so through a combination of application control and the management 

of privileges. Application control manages which applications are allowed to run and which are blocked, 

but also provides an interface for users to request access to certain applications. Furthermore, unknown 

applications can be isolated in a sandbox, quarantined, or sent through an approval workflow. 

With the Privilege Management capabilities, standard users can get defined access without requiring the 

use of the UAC (User Access Control) features of Windows that require administrator actions when 

performing administrative activities.  

Thus, standard activities such as installing printers can be simplified while critical access is restricted. It 

also manages scripts and the capabilities of 3rd party applications. 

                                                           

1 Leadership Compass: Privilege Management (#72330) 

https://www.kuppingercole.com/report/lc72330
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Thycotic Privilege Manager works with a five-step process, based on an inventory of users and systems 

and their access: 

• The first step is building an inventory of local users and groups and identifying the users and accounts 

with privileged access. 

• Following this, events are discovered, particularly focused on the user accounts that are used and the 

processes and executables running on the systems. 

• Based on that information, privileged accounts can be centrally managed and privileged group 

membership can be restricted. Policies are used to manage that access. 

• At runtime, the locally installed agent listens for all executables and processes running and applies 

policies, which then might grant or restrict access. 

• Applying the defined action such as allowing an application to run, elevating the entitlements of a 

single application, denying an application, or requesting approval for access is the final step. 

This process is based on a set of features, starting with discovery capabilities. Thycotic has implemented 

discovery capabilities for years for their other Privilege Management and System Administration 

solutions. Based on these, both accounts and applications can be identified. 

Local accounts then can be managed centrally, including removing local admin rights by setting 

endpoints into what Thycotic calls as “clean-state”, and provisioning accounts to the local systems. 

Passwords for accounts that don’t require interactive logins can be randomized. This is one of the areas 

where Thycotic Privilege Manager integrates with Thycotic Secret Server. Although password storage 

and rotation does not require Secret Server, customers of both will be able to utilize the enterprise level 

features of Secret Server beyond vaulting and rotation. Additionally, having an agent on the machine 

allows local accounts to be changed on endpoints where Microsoft has prevented remote management 

and also ensures that there are no firewall or port security issues. 

Based on policies, applications can be controlled. The tool supports whitelisting, blacklisting (which can 

be integrated with threat intelligence databases for automation), and greylisting. The latter defines 

which applications shall be isolated and run in restricted mode. This is one of the areas where 

sandboxing comes into play, quarantining applications and limiting their entitlements. 

Other major features include: 

• contextual control to manage who can run processes on different endpoints, in different regions, 

during certain times, etc.; 

• limitations for child processes, such as executing processes from a PDF file; 

• application-based policies that control access per application, centrally, for all users; and 

• auditing and reporting capabilities. 

Importantly, Thycotic Privilege Manager is independent of Active Directory domains. It can utilize these 

for simplified management but does not depend on domains being in place and endpoints being 

member of domains. 
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Aside from the integration to Thycotic Secret Server, the tool also comes with out-of-the-box 

integrations to work with other tools such as ServiceNow for inventory and for helpdesk workflows. 

Other useful integrations that ensure Privilege Manager fits into existing layers of security include 

Microsoft SCCM, Microsoft WSUS, Symantec, and SIEM providers. 

Thycotic has modernized the user interface (UI) in the current version, significantly simplifying 

administration. Aside from the standard administrative UI, there is also a mobile app available which 

allows IT or helpdesk to manage systems from their mobile devices. 

A major roadmap item is a cloud version of the product that will allow managing endpoint privileges 

from the cloud, without any local install. With the ongoing convergence of IT infrastructures to the 

cloud, this becomes an essential requirement for organizations. 

3 Strengths and Challenges 

Thycotic Privilege Manager is a mature and well-thought-out solution, which allows restricting privilege 

elevation for applications and the underlying processes. It supports machines that are part of Windows 

domains as well as those that aren’t, which becomes increasingly important for organizations that, e.g., 

only use Azure Active Directory, but no Active Directory on premises. For these, the upcoming cloud 

version of Thycotic Privilege Manager will be another important step forward. The UI makes the 

management simple and straightforward and is adequate for the targeted groups of users. 

Given that Windows and the related tools such as Active Directory Group Policies or App Locker don’t 

provide the full breadth of capabilities required to lock down Windows clients and that these also don’t 

support Mac systems, additional solutions such as Thycotic Privilege Manager are essential. 

Thycotic’s solution is a strong offering in that market segment and should be part of product selection 

processes. It also is a mandatory addition to the traditional Privilege Management solutions, which lack 

the support for the specific requirements of Endpoint Privilege Management.

Strengths Challenges 

● Efficient, policy-based management of 
application entitlements and local privileged 
access on endpoints 

● Supports a variety of capabilities for 
controlling and restricting access 

● Modernized UI and mobile app for 
management available 

● Integration out-of-the-box and via APIs into 
Thycotic Secret Server, ServiceNow, and other 
tools 

● Allows users to request additional access 
whenever required 

● Growing, but still relatively small partner 
ecosystem on global scale 

● Cloud-based solution not available yet, but 
roadmap item for mid-2018 
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4 Copyright 
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KuppingerCole supports IT professionals with outstanding expertise in defining IT strategies and in 

relevant decision-making processes. As a leading analyst company, KuppingerCole provides first-hand 

vendor-neutral information. Our services allow you to feel comfortable and secure in taking decisions 

essential to your business. 

 

 

KuppingerCole, founded in 2004, is a global Analyst Company headquartered in Europe focusing on 

Information Security and Identity and Access Management (IAM). KuppingerCole stands for expertise, 

thought leadership, outstanding practical relevance, and a vendor-neutral view on the information 

security market segments, covering all relevant aspects like: Identity and Access Management (IAM), 

Governance & Auditing Tools, Cloud and Virtualization Security, Information Protection, Mobile as well 

as Software Security, System and Network Security, Security Monitoring, Analytics & Reporting, 

Governance, and Organization & Policies. 
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