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protection. 
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Intro

It is not a matter of if, but a matter of when. This 
is becoming a familiar refrain whenever anyone 
discusses a ransomware attack. Regardless of the 
size or industry of the company, whether public 
and private, U.S. or global, attackers are targeting 
companies with a high volume of attacks and a 
wider variety of sophisticated attacks. 

Cybercriminals are becoming increasingly clever 
and changing their tactics to take advantage of 
current conditions and compel quick action from 
your customers. This behavior requires managed 
services providers (MSPs) to prepare customers 
for the inevitable event of an insidious attack. The 
ever-present news coverage and media exploitation 
of impactful ransomware attacks globally leave 
companies desensitized to the point of apathy and 
fatigue. 

As an MSP, you have an opportunity to combat 
this complacency with solutions that protect 
customer ecosystems. By tracking and responding 
to emerging threats, they shore up the digital safety 
of the companies they support.

An increasing number of companies choose to 
simply pay up because they can’t afford to lose 
their data, and this is exactly the type of behavior 
that encourages threat actors. They’re becoming 
more certain that their efforts will be rewarded 
as they secure one ransom after another. Creating 
a ransomware recovery strategy can mitigate the 
impact on your customers and help deter threats 
going forward.



1. Prevention

Obviously, preventing an attack is the best mitigation tactic. MSPs that build a solid preven-
tion team, help classify and prioritize data, and identify and secure the services that are most 
vulnerable help customers greatly reduce the impact of any impending attack.

2. Detection 

Next, ensure that you build an effective detection strategy for your customers that recognizes 
real-time threats, including phishing attacks, anomalies, suspicious activities, and existing 
malware that may be dormant. Again, a focus on detection reduces the opportunities to 
attack your client’s systems.

3. Recoverability 

However, you cannot eliminate all attacks. When threat actors find a way, you need to have 
the confidence that your customer will recover from a malware or ransomware attack. 
Recoverability is rooted in your preparedness assessment. When considering your customer’s 
security posture, ask these questions:

•  What is their current approach? Is it too traditional?
•  What is the level of threat?
•  Do they have a readiness plan in place?
•  How much should/can your customers invest in recovery?
•  What areas are most vulnerable or would incur the greatest impact from an attack?
•  Does your customer have threat monitoring services in place for detection?
•  Have you provided an R-Score assessment and recommendations?
•  Is the backup solution or recovery service you provide resilient to attacks?
•  Are security and networking practices safeguarded to back up traffic and infrastructure 

against ransomware?
•  Have you considered organizational and operational readiness to handle recovery to 

secondary or tertiary locations to limit the impact on production for your customers?

3 Ways to Protect Your Customers from the Effects of 
Ransomware

There is a long list of items that we could look at. However, we’ve identified the top three fundamental ways in 
which MSPs can help companies address their ransomware readiness and be prepared to recover when faced 
with a ransomware attack.

The impact of any ransomware attack is determined by how prepared your customer is before the attack. The 
three most important factors are:

https://www.hycu.com/partners/r-score?utm_medium=hubPage&restored=1667937456221
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A Ransomware Recovery Plan 
Is Not the Same as a Disaster 
Recovery Plan

A common misconception many companies have is 
that a recovery plan for ransomware recovery and a 
traditional disaster recovery (DR) plan are the same. It 
is critical to help clarify this for your customers. 

Many companies have disaster recovery plans in place 
in the event of a natural catastrophe or another type 
of incident. Often, companies use these same plans to 
respond to a ransomware attack. This is a compounded 
disaster waiting to happen; these are not the same. All 
recoveries are not created equal.

So, how do you convince your clients that the two 
recovery plans a different? As the names suggest, 
the recovery demands for each will differ based on 
circumstances and events.

In the unforeseen event of a natural disaster or human 
error, data needs to be quickly copied and restored 
from multiple sources. However, do these DR strategies 
protect your customers against a ransomware attack? 

While ransomware recovery services require the 
same sense of urgency and demands as your DR 
plan, ransomware recovery is triggered by a threat or 
criminal activity. The primary focus of a successful 
ransomware recovery plan should focus on business 
restitution for your customers without the loss of 
business continuity. With flexible recovery options 
available at any time—including recovery into public 
clouds, recovery from offsite copies, and the ability to 
recover from point-in-time—both ransomware and DR 

plans have similar backup requirements needed for 
attack prevention.

However, ransomware has a different goal. Do your 
services protect your customers in a way that helps 
them avoid paying costly ransoms?

Not All Data Is Created Equal

Not all data is equally as critical for your customer’s 
business. It’s important to identify and prioritize 
critical applications and data. When it comes to your 
applications and data, there are differences in the 
order of importance.  So, it is critical to determine 
what data and applications you should prioritize for 
your customers and bring back first, post-incident. A 
ransomware recovery scoring mechanism will help you 
with these all-important recommendations.

Here are three thoughts to consider:

1. Prioritizing core infrastructure like Active Directory 
and DNS is essential for all day-to-day operations 
and is critical for supporting applications and 
services.

2. Categorizing and creating a tiered structure for 
your customers’ applications and data will help you 
determine the levels of risk.

3. Aligning service-level objectives (SLOs) for the 
different categories and data tiers makes it easier 
to match your solution to your customer’s business 
objectives.

  

Again,

You cannot eliminate attacks; they will happen. It’s only a matter of when. However, with 
the HYCU R-Score ™ Assessment Tool, you can deliver high-value insights that ensure your 
customers are prepared to not only protect and prevent attacks but to recover when an 
attack happens. Contact us to learn more.

https://www.hycu.com/partners/r-score?utm_medium=hubPage&restored=1667937456221
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